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Alignment with the SpectrumX Purpose, Vision, and Plans

SpectrumX welcomes the FCC’s Notice of Inquiry (NOI) into state-of-the-art tools and
capabilities to better understand utilization of the radio spectrum.

Among a number of important questions, the NOI asks, “[Clan we leverage the NSF Spectrum
Innovation Initiative and its connection to university researchers to conduct measurements and
report back to us in some standard format or database?” SpectrumX’s answer to this question is
a resounding “YES!”

A distinguishing feature of the NSF Spectrum Innovation Initiative (Sll) is the fact that the FCC,
the NTIA, and the NSF entered into a Memorandum of Agreement (MoA) to “facilitate sharing of
NTIA and FCC subject matter expertise to help ensure that NSF Sll investments in spectrum
research, infrastructure, and workforce development are in alignment with U.S. spectrum
regulatory and policy objectives, principles, and strategies.”" As the awarded NSF Sl Center,?
SpectrumX has leaned into these relationships and invited FCC and NTIA representatives to
serve as Observers on its External Advisory Board (EAB) and developed engagement and
collaborations with members of the FCC Office of Engineering and Technology (OET), NTIA
Office of Spectrum Management (OSM), and NTIA Institute for Telecommunication Sciences
(ITS). We invite the FCC, NTIA, and other government agencies to lean into these opportunities
for engagement and collaborations with SpectrumX as well.

One of the key elements of the SpectrumX vision is that scalable spectrum measurements and
monitoring can contribute to more data-driven and automated approaches to spectrum
management. We believe that this vision will be enabled by leveraging a combination of the
following components: low-cost radio frequency (RF) and wireless network sensing
technologies, open-source software, commodity cloud and data infrastructure, shared datasets,
and machine learning tools. We also believe that harnessing these components into integrated
measurement campaigns and networked sensing deployments represents a compelling
opportunity to produce actionable data and insights for policymakers. However, members of our
team have seen first-hand that there are many challenges associated with developing
requirements (for sensors, data formats, databases, propagation models,
monitoring/analysis/visualization systems, as well as fixed, mobile, and hybrid deployments),
pursuing development (for hardware, software, and integration and testing), organizing
measurement campaigns, and fielding networked sensing systems before meaningful data
collections and analysis can begin. Rather than expecting to determine all these answers
upfront, we are taking an iterative and agile approach to developing both technology
components as well as a measurement, modeling, and analysis community.

' FCC-NTIA-NSF Memorandum of Agreement (MoA),
https://www.ntia.doc.gov/files/ntia/blogimages/sii_moa_fcc nsf ntia.pdf

2 The SII Center is called the “National Center for Wireless Spectrum Research” in the MoA

3 NSF SII Center Announcement, https://new.nsf.gov/news/nsf-announces-launch-spectrumx-nsf-

spectrum
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Specifically, our approach has been to collect expertise within the Center, to focus on a
reasonably small set of technologies and tools that we can evolve holistically, to grow a
community of users and developers around them, and to engage and iterate with stakeholders
in the spectrum ecosystem to move these capabilities forward toward broader consideration,
and ultimately adoption.

The remainder of this comment highlights several of the most relevant aspects of SpectrumX’s
research and workforce development efforts as well as our plans for specific integrations and
pilots in the next year. Many other SpectrumX activities have not been included, for the sake of
brevity.

We invite all stakeholders to engage in these projects to contribute to their success and impact.
The SpectrumX Collaboration Advisory Board (CAB) provides a formal mechanism for industry,
government agencies, and non-profits to help shape our activities. Upcoming opportunities to
engage with our team include:

Center Meeting, Northwestern University, October 9-10, 2023

Center Meeting at NSF Spectrum Week, Washington, DC, May 13-17, 2024
Radio Shop Chats, held monthly

Working Group Meetings, held bi-weekly

More information about the SpectrumX team, projects, events, and engagement opportunities is
available at the Center website: https://spectrumx.org/.
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Low-Cost, Distributed RF Sensing

One relevant thrust among the many SpectrumX research activities is to evolve low-cost RF
sensors and sensing systems for the purposes of widespread spectrum monitoring. The anchor
platform for this thrust within the Center is the RadioHound platform*, developed originally by
students at the University of Notre Dame.

RadioHound provides a cloud infrastructure including a messaging and transport interface,
centralized database, management dashboard, and user interface based upon a number of
open-source software tools (MQTT, MongoDB, JSON, Python, NumPy/SciPy for example). A
RadioHound sensor includes a custom RF sensor printed circuit board (PCB) leveraging
commercial off-the-shelf (COTS) components and the BeagleBone Black® embedded computing
board.

A photograph of a RadioHound sensor and a screenshot of the web-based user interface are
shown in the images below.

4 ND Wireless RadioHound Platform, https://wireless.nd.edu/research/radiohound-distributed-spectrum-

sensing/
5 BeagleBone Black, https://www.beagleboard.org/boards/beaglebone-black
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SpectrumX adopted V3.4 of the RadioHound sensor and has provided support for two revisions
of the RF design as well as a number of software enhancements. The Center has been
cultivating a community of “beta testers” at five (5) SpectrumX universities (Florida International
University, MIT Haystack Observatory, University of California Berkeley, University of Colorado
Boulder, and University of Puerto Rico Mayaguez) and two (2) government partners (NTIA and
NIST). A total of fifteen (15) RadioHound sensors have been distributed to these users in the
past two years. User feedback has been instrumental in refining the RadioHound sensor and
support infrastructure to better meet the needs of a broad cross section of the community.
Recognition of the importance of this community development grew out of support by Notre
Dame of the FCC'’s feasibility study to “test the feasibility of partnering with federal agencies,
including USPS, that operate delivery fleet vehicles to collect data that can be used to verify and
supplement broadband coverage information to explore integration of sensing technologies into
federal delivery.”® Experience with distributed broadband sensing is being utilized to advanced
our distributed RF spectrum monitoring concept, hardware, software, and infrastructure.

The latest manufactured RadioHound sensor can be tuned from 100 MHz to 6 GHz, with an
instantaneous bandwidth of 24 MHz. Its receiver sensitivity noise figure is roughly 2 dB,
although this can be improved with application-specific amplification, filtering, and antennas.
Downconverted in-phase (l) and quadrature (Q) samples can be obtained and processed on the
sensor, but the primary measurement that the sensor reports to the RadioHound cloud is a
periodogram-based estimate of the power spectral density of the received signal. The capture
range, resolution bandwidth, and temporal averaging of such a measurement can be controlled
through the RadioHound user interface for an individual sensor or a group of sensors. Finally,
the bill-of-materials (BOM) cost for a RadioHound sensor V3.6 is approximately $160 per board,
with assembly costs estimated to be $100 per board for medium quantities.

® FCC USPS Feasibility Study pursuant to the Broadband DATA Act,
https://www.fcc.gov/sites/default/files/report-congress-usps-broadband-data-collection-feasibility-

05242021.pdf
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An important part of the RadioHound system is the platform that is used to control the sensors
and visualize their output, which is being expanded to accept a heterogeneous network of
widely available commercial sensors, thus vastly expanding the scope and usability of the
system. Another important aspect of the system is its accessibility to crowdsourced
development by students and professional staff and non-proprietary design, thus ensuring a
lifespan beyond its original developers.

The SpectrumX spectrum measurements and monitoring effort is on track to produce the largest
database of RF spectrum measurements obtained using standardized equipment and
processes. Moreover, the measurements, being made by SpectrumX member institutions and
other users, will span a wide variety of environments and time intervals ranging from hours to
days to weeks to months, or more. In contrast, typical measurement campaigns last days, and
only include a handful of different environments.

SpectrumX is firming up plans for the following activities in the coming year:

e Distribute RadioHound V3.6 sensors with integrated antennas to beta testers, after
finishing design, manufacturing, and testing

e Integrate commercial sensors into the RadioHound software, using a standard API such
as the SoapySDR interface

e Compare features and exploring integration with the NTIA Spectrum Characterization
and Occupancy Sensor (SCOS) reference design’

e Support deployments and measurement campaigns targeting validation of the system
and assessment of midband spectrum utilization, starting specifically with 3-4 GHz

e Developing requirements and initial software for analysis and visualization of spectrum
monitoring measurements to support data-driven policy

e Develop requirements and initial designs for expanding sensing capabilities to include
tunability to 18 GHz and 100 MHz instantaneous bandwidth and integrated antennas

" NTIA SCOS, https://its.ntia.gov/research-topics/spectrum-management-r-d/spectrum-
monitoring/standardization
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Smartphone-Based Sensing

Another relevant thrust among SpectrumX research activities is utilization of smartphone-based
apps for wireless network investigations, including measurements of signal strength, network
system information, and data throughput in real-world settings. The anchor tool for this thrust
within the Center has been the SigCap app?®, developed originally at the University of Chicago.
The ability to leverage a user’s smartphone for measurements, with either a free or very low-
cost app, is compelling for several reasons. Not only is there a substantial number of frequency
bands that can be measured, but smartphones provide an unprecedented level of sensor
density relative to the population if apps and crowdsourcing can be fully exploited.

SigCap utilizes the Android application programming interfaces (APIs) to extract wireless
network information from either cellular and WiFi chipsets on a smartphone. Cellular
measurements require one or more SIM cards to authorize the smartphone on a given
operator’s network. The latest private cellular networks in the CBRS band can also be
investigated, assuming appropriately provisioned SIM cards. As new technologies such as 5G

and WiFi 6E are integrated into chipsets and the APIs, apps like SigCap can provide data on
such networks as well.

Screenshots of the SigCap app are included in the images below, showing both Wi-Fi and
cellular measurements.

-

442 -G &
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8 University of Chicago SigCap, https://people.cs.uchicago.edu/~muhigbalcr/sigcap/
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This past year, SpectrumX adopted smartphone-based sensing using SigCap and related tools
for a project called Broadband Mapping Using Smartphones (Broadband MAP US), with the
objectives of attracting students and faculty at Minority Serving Institutions (MSls) to the field,
developing analyses and publications, and potentially contributing results to the FCC’s
Broadband Mapping program. This project provided three smartphones and cellular service, one
for each major carrier, to university teams consisting of a faculty advisor and three
undergraduate or graduate students. Project coordination and user training was provided
through the Center through a series of web video conference meetings and in-person meetings
at Center events. To date, four (4) universities (Florida A&M University, Florida International
University, Morgan State University and University of the Virgin Islands), eight (8) faculty, and
thirteen (13) students have been engaged in the project, all of whom are new to SpectrumX.

Regarding the NOI’s question of whether usage can or should be studied through
“representative sampling”, we caution that this notion may be difficult to establish.
Measurements taken should be appropriate for individual urban, suburban and rural
environments, and proxies should not be used to represent these environments. Using analyses
in individual urban, suburban and rural environments to represent other environments could
produce inaccuracies and misrepresentations of actual data in those specific environments.
Investing in measuring actual data in distinct geographic areas will produce the most accurate
representation of the environment. Furthermore, there is a risk to marginalized communities.
Oftentimes, there is a tendency to define communities with less access based on communities
with more access, misrepresenting the needs of marginalized communities. This practice could
create assumptions of current resources and needs which could cause harm and further
marginalize people in these communities. To avoid these issues, empowering members of local
communities with tools and enabling local crowdsourcing of data could be a more equitable
solution; inviting community members to the table to participate in the measurement process,
including co-evolution of the tools and processes themselves, could result in more actual
measurements and realistic characterization of coverage and access.

As one example of the potential power of this approach, Florida International University (FIU)
Electrical and Computer Engineering (ECE) students and faculty ramped up over the course of
just a few months to join in the Broadband MAP US project and present initial results at NSF
Spectrum Week last Spring. The team collects and analyzes spectrum usage data in their local
community of Miami, Florida through their own direct measurements obtained using cell phones
served by the AT&T, T-Mobile, and Verizon networks and apps such as the FCC Speed Test
and SigCap applications. According to Deidra Hodges, ECE Department Chair, “Obtaining a
better understanding of non-federal spectrum usage requires a comprehensive approach that
incorporates advanced technologies, data sharing, and collaboration like those being developed
through the Broadband MAP US project. As importantly, this effort has energized our students
to develop relevant skills and to impact their local community as well as national spectrum

policy.”
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Another smartphone-based sensing application is the use signals of opportunity to measure RF
propagation loss, leading to improved propagation models. Traditionally, propagation models
are developed or improved on the basis of data obtained through a targeted measurement
campaign that makes use of expensive equipment to generate, and then measure, a reference
signal. Using smartphones and known signals of opportunity, comparable — and much denser —
data can be obtained.

SpectrumX is firming up plans for the following activities in the coming year:

e Updating SigCap (and/or related apps) to make the user experience more intuitive and
reliable, and to better support aggregation of collected data

e Expanding the network of universities, faculty, and students contributing data to the
Broadband MAP US project, with continue priority for MSls

e |dentifying options for measuring satellite-based connectivity to smart phones, with the
emergence of supplemental coverage from space (SCS)

Page 9 of 14



High-Sensitivity Sensor Prototypes and Surveys in Millimeter Wave Bands

The SpectrumX team includes significant expertise in radio design for scientific sensing
applications, both active and passive. Such systems are designed to operate at extreme
sensitivities, and the related technologies could be brought to bear to help identify emissions
“below the noise floor” of other sensing technologies. SpectrumX is making seed investments to
explore this space and identify approaches that can be further developed and at least
moderately scaled as part of its broader measurement and monitoring efforts.

As one example in this direction, SpectrumX has supported in part the development of a new
radiometer technology called Multipath Cross Correlation Radiometry (MXCR).® This technology
enables automatic and reliable calibration of a radiometric spectrometer to traceable levels of
sensitivity of below (1) degree Kelvin. SpectrumX is planning a mobile land-based survey of RF
emissions across the country using this prototype radiometer. The first such survey will cover K-
band (18-27 GHz), focusing on the 23.6-24.0 GHz EESS band used by NOAA for satellite
meteorology. We are considering a road trip of approximately 20 major U.S. urban corridors and
the rural areas in between. Additional spectrum surveys at nearby bands up to V-band (40-

75 GHz) and W-band (75-110 GHz) are envisioned as this capability is developed.

We believe that such measurements can help reveal significant information about emissions
that otherwise cannot easily be measured, and will ultimately drive requirements for spectrum
sensing and monitoring systems in certain bands. In addition, these measurements will help
predict radio frequency interference (RFI) effects on passive scientific systems, including
weather satellites, especially as those systems increase their bandwidth of operation to
enhance precision going forward. A central issue in this regard is improving propagation models
to accurately predict how much ground-based emission reflects skyward into weather,
environment (both passive and active), and telecommunications satellites.

SpectrumX is firming up plans for the following activities in the coming year:

e Integrating the first MXCR radiometer with beam scanning onto a research vehicle with
adequate data capture and storage capabilities

e Finalizing the timeline and route among cities, universities, and rural areas in the initial
field survey

e Exploring opportunities to reduce costs and complexity of the instrumentation for
adoption and conducting of surveys by others.

® Multipath Cross-Correlation Radiometry (MXCR), Spectrum Week 2023 Poster,
https://drive.google.com/drive/u/0/folders/0ACOcLrU93YDFUKIPVA
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Data Formats, Sharing, and Machine Learning Analysis

As the ability to take measurements and collect data expands, the importance of common data
formats, sharing, and analysis techniques, including machine learning (ML), will grow in
importance. It is also critical to be able to manage/control a potentially distributed sensing
environment, as well as allow code to securely run on such sensors without requiring human
interaction. SpectrumX is addressing these issues as well.

The two main sensing platforms that SpectrumX has adopted, RadioHound and SigCap, utilize
JSON' data formats. The data specifications are made available to our member institutions and
collaborating organizations, and will be made available openly as they stabilize and we add
capacity to provide documentation and support. We recognize that data format specifications
and documentation are required in order to make data sharing useful to a broader community of
researchers and policymakers beyond the Center. It will be important to be able to filter the data
based on frequency, location, time, type of measurement, and other relevant attributes.

The ability to translate between data formats, and the ability to aggregate data sets based upon
time and location stamps, will be critical as well.

Furthermore, as a Center we have committed to make all spectrum data collected and software
developed using NSF support openly available through a centralized repository, managed and
organized in a way that facilities use by external entities. In addition to our Center website(s),
we intend to leverage and support other community platforms such as, for example, RF Data
Factory' and PAWR' testbeds, for data dissemination.

One significant perceived obstacle to making progress in data sharing is the lack of
technical/policy clarity regarding privacy concerns with raw data captured over the air. As our
ability to extract useful insights from wireless signals increases, so does the hesitancy of some
to share data, even data captured in public places using easily available hardware, out of fear of
being accused of privacy violations. There is a clear need to develop and explain best practices
in trading off spectrum information gathering and privacy protection.

With the growing application of machine learning (ML) and artificial intelligence (Al) tools, we
recognize the substantial opportunity to apply these tools to spectrum data analysis and
spectrum management. Our focus is on developing new tools and making them accessible
through a common framework, which we refer to as the SpectrumX Data / ML Platform. Among
several examples, the SpectrumX Data / ML Platform will integrate spectrum analysis
algorithms for transmitter discovery, tracking, and fingerprinting that use inherently partial and
imperfect data that inherently results from the sweep-based and / or intermittent scans collected
by low-cost sensors in the field."

10 JavaScript Object Notation (JSON), https://www.json.org/json-en.html

" RF Data Factory, https://www.rfdatafactory.com/home-page

12 Platforms for Advanced Wireless Research (PAWR), https://advancedwireless.org/
3 UbiNet Lab Website: http://www.cs.albany.edu/~mariya/lab/publications.html
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SpectrumX is firming up plans for the following activities in the coming year:

e Organizing measurement campaigns across the center, beginning with an emphasis on
midband spectrum between 3-4 GHz, and expanding to higher frequencies as hardware
and software tools evolve

e Systematically developing technical hooks that lower the barrier to entry for community
participation while supporting the kind of automatic generation of consistent meta-data
needed to facilitate the combining of data collected in an uncoordinated way.

e Prototyping spectrum data analysis tools using the acquired data sets, developing
privacy-preservation mechanisms, and sharing results through publications and
regulatory comments

e Developing specifications and an initial release for the Spectrum Data / ML Platform and
inviting community feedback
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About SpectrumX Input to Regulatory and Policy Proceedings

SpectrumX actively encourages and supports its members to contribute to regulatory and policy
proceedings on radio spectrum issues. Templates, training, and mentoring are made available
to all Center members. The process summarized briefly here is facilitated through the
SpectrumX Policy Outreach Working Group.

Any member of SpectrumX can initiate a draft comment or response as an internal working
document of the Center, and they are required to invite other members of the Center to consider
endorsing, if not contributing, to the working document. Dissenting views may well arise, which
SpectrumX views as quite natural and even healthy; these alternative views and associated
endorsements can be captured in the same working document, or collected into a new working
document.

Before submission to an external proceeding, the working document(s) are shared within the
team as a whole, and scrutinized in particular by the Center leadership, to ensure
appropriateness for SpectrumX to formally submit. If significant concerns are raised about
SpectrumX being referenced in the filing, then the contributing authors are welcome to submit
the document as individuals and / or through their other affiliations, without reference to
SpectrumX.

As a result, a comment or response developed and submitted through SpectrumX to a
regulatory or policy proceeding should not be construed as policy advocacy on the part of the
Center or as an endorsement of the document by the Center as a whole. Only the contributing
authors and endorsers identified in the various sections of the document should be viewed as
the submitting parties, with the understanding that the process was facilitated and working
document(s) vetted by SpectrumX.
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About SpectrumX

SpectrumX is the world’s largest academic hub within the radio spectrum ecosystem for
advancing interdisciplinary research, education and workforce development, collaboration with
industry and government agencies, and policy outreach and engagement. SpectrumX’s vision is
to conduct projects to help modernize radio spectrum management and accelerate spectrum-
dependent technologies and applications that benefit society. These efforts were initiated in
September 2021 with a 5-year, $25M grant from the National Science Foundation (NSF)
through its Spectrum Innovation Initiative (SIl) Center program.

SpectrumX brings together broad and synergistic research capabilities from a team of 41
founding researchers and staff from 27 top universities, including a number of minority serving
institutions (MSls). This team comprises a diverse and interdisciplinary group of scientists,
engineers, and educators with backgrounds in Electrical Engineering, Computer Science,
Aerospace, Astronomy, Geoscience, Economics, Policy, and Workforce Development. In
addition, SpectrumX benefits from an External Advisory Board (EAB) of highly experienced and
influential people who are interested in serving in both advisory and ambassador roles to
advance the Center’s mission.

SpectrumX is positioned to serve as a trusted national resource on spectrum issues with the
ability to quickly tap into a wide array of expertise across disparate use cases and user
communities of radio spectrum. Through its coordination and engagement activities, SpectrumX
is able to anticipate and track spectrum issues, pursue research on technology and policy
breakthroughs, and share results and insights with policymakers. Although SpectrumX can
summarize tradeoffs and provide recommendations for effective policy options, it does not, and
in fact cannot, advocate for specific policy decisions.

More information about SpectrumX is available at the Center website https://spectrumx.org/.
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