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We respectfully submit these comments in response to the Commission’s Notice of Inquiry (NOI) on
Advancing Understanding of Non-Federal Spectrum Usage by leveraging new data sources,
technologies, and methods. Dr. Anant Sahai is a professor and Dr. Ali Abedi is a postdoctoral scholar
in the Department of Electrical Engineering and Computer Science at the University of California,
Berkeley. Both of them are also associated with SpectrumX', the nation’s first Spectrum Innovation
Center funded by the National Science Foundation (NSF), and are involved with the Data and

Machine Learning efforts of the center.

In this comment, we specifically address the following questions in Section 2 to 5. Moreover, in

Section 6, we provide additional responses to other questions mentioned in the NOI.
“32. Technical accuracy. Past reports have stressed that collected data must be sufficiently

accurate to generate trust in spectrum usage conclusions. These reports have observed, for example,
that sensors should have very high sensitivity to distinguish between intended signals and
out-of-band noise. In addition to accuracy, what are the technical challenges associated with
collecting precise data given a particularly cluttered RF environment? Also, equipment should be
calibrated to localize geographic accuracy within a specified distance, and power levels should be
measured within a sufficiently small uncertainty. Do these technical challenges remain today? Could
other factors complicate the accuracy of spectrum usage data? We note that for certain bands, such
as spectrum licensed for flexible use, our rules generally do not require transmitter or receiver

registration. Must we know the location of transmitters and receivers to properly measure spectrum

?”

! https://www.spectrumx.org



“35. Crowdsourcing. The 2014 NITRD Workshop Report recommended greater reliance on

crowdsourcing techniques to measure utilization. How, if at all, can we leverage crowdsourcing to
gain greater visibility into utilization? Can crowdsourcing promise sufficient accuracy and data
uniformity? Could the Commission leverage or extend commercially available apps to monitor
occupancy through smartphones, particularly as such equipment is widely available for consumer
use? Should we consider embedded “receiver monitoring and reporting” features, such as those in
handheld devices, that do not require user activation, to minimize separate and costly receiver
monitoring infrastructure? Additionally, a NIST study on usage during COVID-19 found that, due to
the lockdowns in place at the time, researchers could develop techniques for tuning sensors when
precision laboratory calibration was not available, as well as calibration methods for assembled
SDRs, and assessments of the performance of spectrum sensors in the field. These techniques made
it possible for non-experts to manage occupancy measurements in their own homes using commercial

off-the-shelf devices. Could consumers use such equipment to study spectrum utilization in an

. 2
at-home environment?

(1) Introduction

A key problem hindering the realization of crowd-sourced spectrum monitoring is how to establish
trust in the quality of data offered by each spectrum monitoring node. There are numerous problems
that affect the quality of data such as the efficiency of the antenna and the sensitivity of the SDR in
the desired spectrum bands, potential obstruction of the antenna in relation to the signal source, and
installation issues such as damaged antenna cables. Note that these nodes are set up by uncoordinated
self-selected people around the world, and no assumptions can be made about the quality of the
setup. Furthermore, if node operators are paid for their services, there is a potential incentive to

provide fabricated or incorrect data in order to receive reimbursement.

(2) How to bring reliability to low-cost and crowd-sourced RF sensors

Utilizing "signals of opportunity" is an emerging approach to automatically evaluating RF sensors
without any human supervision, ensuring their reliability. In a recent study?, we have addressed two
technical challenges using signals of opportunity: 1) How can we automatically determine the

presence of obstructions around an RF sensor? 2) How can we automatically assess the reception

2 Ali Abedi, Josh Sanz, Anant Sahai, “Automatic Calibration in Crowd-sourced Network of Spectrum
Sensors”, ACM Workshop on Hot Topics in Networks (HotNets), 2023, Cambridge, Massachusetts, USA



capability of an RF sensor across frequency bands? We evaluate RF sensors in terms of their
reception capability including the environments in which the sensor is installed in, the antenna, RF
cables and the SDR itself. We are going to present this work at ACM HotNets 2023 workshop and

we would like to bring it to the attention of the commission.

The concept of signals of opportunity involves the exploitation of existing radio signals, such as
Wi-Fi, cellular, Aircraft (ADSB), or satellite transmissions, for the purpose of assessing the
capabilities and accuracy of RF sensors. At its core, the idea is that these signals are well understood
and can be detected/tracked by many diverse devices including low-cost SDRs, enabling us to
automatically (without human intervention) characterize any spectrum sensor that is picking them up.
Such characterization can then be used to automatically generate meta-data associated with the
sensor that allows its measurements to be meaningfully interpreted and combined with those from
other sensors. This approach offers several advantages:
e Real-world Testing Environment: Signals of opportunity provide a real-world testing
environment for RF sensors, as they represent some of the actual radio signals present in the
environment where these sensors will be deployed. This ensures that the evaluation process

closely mirrors the conditions that the sensors will encounter during operational use.

e Continuous Monitoring: Unlike controlled laboratory testing, signals of opportunity allow for
continuous monitoring and evaluation. RF sensors can be subjected to a diverse range of
signals, enabling ongoing assessment of their performance over time, which is crucial for
detecting issues that may arise during extended use. This also facilitates fast and efficient

iterative development of systems that depend on SDRs.

e Diverse Signal Types: Signals of opportunity encompass a wide variety of signal types and
frequencies, allowing for comprehensive testing. Sensors can be evaluated against different
modulation schemes, frequencies, and power levels, ensuring their adaptability to various

communication standards and bands.

e (ost-Effective: Leveraging existing signals reduces the need for specialized test equipment or
the generation of synthetic signals, which can be expensive and resource-intensive. This

cost-effectiveness makes it accessible to a broader range of researchers and organizations.



e Real-world Interference: Signals of opportunity introduce realistic interference scenarios that
RF sensors may encounter in the field. This helps in assessing how well these sensors can

filter out noise and unwanted signals, providing insights into their robustness.

e Adaptive Learning: By continuously monitoring and analyzing signals of opportunity, RF
sensors can employ machine learning algorithms to adapt and improve their performance
over time. They can learn to recognize and mitigate sources of interference and adjust their

parameters for optimal operation.

e Security and Spectrum Management: The use of signals of opportunity can aid in detecting
unauthorized or interfering transmissions, which is vital for spectrum management and
security. Automatic evaluation of sensors can help government agencies and network

operators identify potential threats and vulnerabilities.

e Data Fusion: Combining data from multiple RF sensors that are evaluating signals of
opportunity can provide a more comprehensive view of the RF environment. Data fusion

techniques can be applied to enhance the accuracy and reliability of the assessments.

(3) Examples of “signals of opportunity” for automatic calibration of RF sensors

We have already studied two signals of opportunity namely, ADS-B signals from nearby airplanes
and APT signals from NOAA polar orbiting satellites. Here we describe these two examples and then
we explain how other signals can be incorporated into the platform we are building for automatic

evaluation of RF sensors without any human supervision.

Signals from nearby airplanes

In order to evaluate the efficacy of an RF sensor in receiving wireless signals from different
directions, we measure how well it can receive ADS-B signals transmitted from nearby airplanes.
ADS-B (Automatic Dependent Surveillance-Broadcast) is a wireless network that allows aircraft to
broadcast their position, altitude, and velocity information to other aircraft and ground stations. This

information is transmitted over the 1090 MHz band. Airplanes broadcast their position and velocity



at least two times per second when they are airborne. These messages are not encrypted. Therefore,
an RF sensor can receive and decode them when within the range. We exploit this open architecture
and receive ADS-B messages on the sensor we want to evaluate. These messages reveal which

directions have an unobstructed view and which directions are occluded.

We used the dump1090 program?® to decode the signal we receive on the SDR. Receiving ADS-B
messages from a distant airplane is a strong indicator that the field of view is open in that direction.
However, not receiving any messages from a direction does not necessarily indicate blockage. It
could be the case that there were no aircraft in that direction at the time of measurement. Therefore,
we combine the data we receive on a sensor with the data obtained from flight tracking platforms
such as FlightRadar24* to see if there is any airplane in the direction from which we received no

messages.

Figure 1, shows an example of ADS-B reception on an RF sensor. Each point on these plots
represents an airplane within 300 km of the sensor. Blue points represent airplanes that the sensor
successfully received at least one ADS-B message from during the 30 second measurement period.
Gray points are airplanes that no message was received from. The shaded area represents the
unobstructed field of view of the sensor. The figure shows that the sensor could receive signals from
airplanes as far as 270 km in the direction of unobstructed field of view and limited or no reception
from other directions. In Section 4, we describe how this information is used to estimate the field of

view of a sensor automatically.

3 FlightAware. Dump1090. https://github.com/flightaware/dump1090. We cite this to point out how the
open-source ecosystem can be leveraged.

* https://FlightRadar24.com
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Figure 1: ADS-B performance for measuring the directional reception capability of an RF sensor.
Blue dots indicate aircrafts the sensor received some messages from, and gray dots indicate airplanes

the sensor received no message from.

Signals from NOAA polar orbiting satellites

We have also utilized signals transmitted by the NOAA polar orbiting weather satellites. These
satellites monitor and predict worldwide weather patterns and conditions. NOAA polar orbiting
satellites orbit the Earth at a relatively low altitude of 850 km and transmit high-power signals (i.e., 5
Watts) within the 137 MHz band, making their signal an excellent signal of opportunity. We have
demonstrated that a low-cost SDR can receive signals from NOAA satellites, even when using a
wide-band antenna not specifically tuned for 137 MHz. We capture analog APT (automatic picture
transmission) signals from NOAA satellites. Determining if an SDR receives an analog signal from a
satellite is not trivial. To solve this issue, we compare the doppler shift of the signal believed to be
from a particular satellite with the theoretical doppler shift (that acts as the ground truth). If the
doppler shift of the measured signal tracks the theoretical values our methodology determines that
the signal is in fact from the satellite. Figure 2 illustrates this process. Except for the beginning and
the end of the pass when the signal is too weak (probably due to obstruction), the empirically
measured signal follows the Doppler shift as expected, confirming that the signal is coming from the

intended satellite.



== = Theoretical
_ Y e Experimental
N e
T 2 S
2 TN
N
20 \
2 N
& N
8 -2 = <~
41 i i . . i i i
0 2 4 6 8 10 12 14

Time (Minute)

Figure 2: Changes of the Doppler shift during a satellite pass as captured by a low-cost SDR
along with the theoretical Doppler shift.

(4) Analyzing signals of opportunity to estimate the field of view of an RF sensor

The data obtained from airplanes and satellites are fed into a non-parametric classifier to estimate the
probability of detection (PD) for an aircraft or satellite at any given location. An off-the-shelf
non-parametric learning approach, the K-Nearest Neighbors (KNN) algorithm, is used to calculate
the probability of detection. The number of neighbors, K, is determined by K-fold cross-validation
with a classification accuracy metric. Finally, we make the assumption that, barring receiver
saturation, reception should only improve as an emitter gets closer to the sensor. Thus, a 'radial-max’
operation is performed on the KNN output, in which samples along each radial direction are set to
the maximum value seen so far, from far to near. The final output for the merged airplane and
satellite data is shown in Figure 3. In this measurement, an RF sensor is installed on the roof of a
building on the campus of the University of California, Berkeley. At this location, almost half of the
horizon is obstructed because of nearby mountains from the northwest to the southeast. Figure 3
shows that the field of view of the RF sensor can be estimated very accurately only using signals of

opportunity.
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Figure 3: The estimated field of view of an RF sensor using signals received from airplanes and

satellites.

In addition to the field of view of an RF sensor, we can also infer other types of information from
signals of opportunity. For example, we can determine the location of a sensor. In a scenario in which
sensors are installed by a third party, it is important to confirm that a sensor is in fact installed at the
claimed location to establish trust in the data provided by the sensor. In a recent study, we have

shown that signals from NOAA satellites can be exploited to estimate the location of an RF sensor.

(5) Emerging platform

We see the contributions presented here as the foundational building blocks of a collaborative
evaluation and verification system that is now clearly in sight. This system would harness a wide
array of signals of opportunity to comprehensively assess the performance of sensor nodes. The
vision encompasses the creation of a versatile platform that empowers researchers to design and
implement their own "plugins" tailored to leverage various signals of opportunity. These plugins
would serve to augment and refine the capabilities of an automatic RF sensor evaluation system,
fostering a dynamic ecosystem of innovation and improvement. By opening the doors to
customization and adaptation, the community can help explore new dimensions of sensor node
assessment, allowing for greater accuracy, robustness, and versatility in evaluation methodologies.

Ultimately, the goal is to create a thriving community of experts and innovators who work together to



continually advance and refine this evaluation and verification system. That such systems are

possible is useful for the FCC to know.

(6) Other comments

While the majority of this comment has been focussed on how signals-of-opportunity represent a

way to enable reliable and meaningful crowdsourcing of spectrum-relevant data, in this section we

respond to other issues raised in the NOI.

1.

The NOI asks whether “sensors should have very high sensitivity to distinguish between

intended signals and out-of-band noise... and power levels should be measured within a

sufficiently small uncertainty. Do these technical challenges remain today?” along with

“Must we know the location of transmitters and receivers to properly measure spectrum

usage?” These questions are interlinked and we have actually looked at them in earlier

work®. Properly measuring “spectrum usage” only makes rigorous sense within the context of

a goal.

a.

If the goal is to understand where a certain level of use by a candidate new transmitter
would be non-interfering, then the (approximate) location of the candidate new
transmitter is indeed very important, as is potentially information about its siting (e.g.
indoors vs outdoors vs next to a window facing East, etc...). However, while this
information about the candidate new transmitter is relevant for a decision to be made,
it is distinct from information that is collected to set the stage for the policy question
as to whether such decisions should be made for this band in this location.

Similarly, the location and siting of a potentially interfered-with existing receiver is
also potentially helpful for decision making. However, even without such
information, it is possible to make these decisions at the cost of being a bit more
conservative and having to decide a-priori whether such potential victim receivers are
deemed protected or not.

The location of existing transmitters is very useful information because, when
combined with propagation models, it allows us to potentially better
interpolate/extrapolate from a spectrum measurement taken in one location to

estimate the situation in another location. Even if transmitters are not registered, it is

5 https://doi.org/10.1109/JPROC.2009.2015710 (from 2009) describes “What is a spectrum hole and what
does it take to recognize one.” And https://doi.org/10.1109/JSTSP.2007.914879 (from 2008) points out the

challenges that come from “SNR Walls for Signal Detection.”
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possible to approximately localize them by means of a spectrum sensing network by
leveraging many different kinds of approaches. The general signals-of-opportunity
approach we are pointing out in this comment is something that can help a spectrum
sensing network follow many of those approaches®.

d. For goals that involve understanding economic activity or human
participation/benefit, even transmitter and receiver locations alone are not sufficient.
However, location information can be fused with other economic data that is tied to
location (e.g. by census tract) to generate estimates of economic activity.
Furthermore, it might be possible to use measured spectrum activity in a variety of
bands (e.g. WiF1i, 5G, etc.) to generate more accurate estimates via correlations
between such activity and other economic variables of interest.

e. For goals that involve estimating the degree of actual impact of potential interference
of a particular waveform, it is very hard to estimate this only from passive
measurements of the activity in the band even if one knew all the locations involved.
One would need to be able to measure/estimate the receiver’s sensitivity, and this
would require leveraging either intentional transmissions in that band and measuring
how the receiver reacts, or leveraging existing “interferers of opportunity” that might
exist. The details matter and in some cases, this might be able to be estimated by
watching the behavior (e.g. if we can see/decode requests for retransmissions or see
the details of rate-adaptation behavior in waveform structure.) from the outside.

2. The NOI asks “Should we consider embedded “receiver monitoring and reporting” features,
such as those in handheld devices, that do not require user activation, to minimize separate
and costly receiver monitoring infrastructure?” The previous paragraph helps us answer the
question in the affirmative, although developing the details of how to do this in an efficient
way is something that needs to be worked out. The single best place to understand the impact

of signals on receivers is at the receivers themselves. What is required is the right meta-data

® For example, it is possible to approximately localize using received signal power measurements
together with propagation models, but this requires us to be able to compare such measurements from
different sites. For such comparisons to be meaningful, we need to achieve a level of calibration for the
spectrum sensors. Signals of opportunity that are visible to both of them (e.g. a satellite) can help achieve
this. It is also possible to localize (typically much better actually) by leveraging time-delay measurements
and using explicit/implicit trilateration-based techniques. This requires spectrum sensors to be able to
measure (relative) delays which requires understanding/calibrating both local clocks as well as sometimes
being able to cross-correlate actually received signals. Again, this is something that can be facilitated by
leveraging network connectivity alongside signals of opportunity.



so that any such collected data can be post-processed in a manner that allows us to learn what
we need to learn.

a. The problem here is essentially one of the inverses of the watermarking’ problem. If
we had information about the local (in time and space) interference experience of a
receiver, then that information can be correlated with external measurements of the
radio environment to empirically infer the actual sensitivity parameters of the
receiver.

b. The key meta-data is location (at least approximate geographic position), precise
time, and any kind of estimates for site information that are available. Fortunately,
many modern handhelds (like cellular phones) have much of this information readily
computed. It is only site-related (indoor vs outdoor, etc.) information that is not
already computed and here, information from existing signals being received (like the
signal strength of cellular transmissions) can be leveraged. The question is one of
standardization of reporting it and dealing with privacy implications.

c. External measurements from potentially crowdsourced spectrum sensors — with
compatible meta-data — can be combined with these receiver-based measurements to
get the most gains. Each by themselves is not enough.

d. It is useful to note that generally logging and reporting “near miss” interference
events is probably helpful even more generally as it is the standard practice in many

safety or reliability-critical applications.

6) Conclusions

A crowd-sourced® network of spectrum sensors is an invaluable tool for continuously monitoring the

spectrum over large geographical areas. However, the lack of reliability and trust in the data provided
by these low-cost sensors hinders the realization of these systems. The research we are doing and the

prototypes we are building as a part of SpectrumX in NSF’s SII program suggest that it is possible to

automatically evaluate low-cost RF sensors while requiring no human supervision. Such evaluation

frameworks will enable the large-scale adoption of distributed RF sensors.

7 See https://doi.org/10.1109/MCOM.2009.4804393 (from 2009) for an earlier line of work that pushed
somewhat in these directions.

8 Really, what matters here is that it is possible for such a network to be open for participation by many
entities including individual hobbyists/amateurs.
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Best regards,

Dr. Anant Sahai

Professor, Department of Electrical Engineering and Computer Science
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Email: sahai@eecs.berkeley.edu
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Postdoctoral Scholar, Department of Electrical Engineering and Computer Science
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253 Cory Hall, Berkeley, CA 94720

Email: abedi@berkeley.edu
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