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BACKGROUND

Sensing and monitoring the activities in a spectrum is
important to address spectrum inefficiency and ensure
wireless security. Cognitive radios can adopt spectrum
sensing to maximize spectrum utilization, as in CBRS band.
On the other hand, monitoring active transmitters in the
spectrum is crucial to enforce their RF compliance.

RESEARCH QUESTIONS

« Develop a framework to sense a wideband spectrum to
detect active transmitters which can operate on different
frequency channels or hop across the band.

« Beyond detection, the framework also needs to localize
the signals in both time and frequency domain and
1dentify the transmitter identities.
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METHODS AND MATERIALS
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We implemented a complex-valued [1] model following the

YOLO-v5 [2] architecture to perform one-shot detection and

classification of the transmitters. The CV-YOLO model has

the following complex-valued building blocks:

« Convolutional layer: follows W*h = (A*x - B*y) + i(B*x + A*y)
for complex-valued input and kernels.

« Pooling layer: uses the magnitudes of the input for max
pooling operations.

« Batch normalization layer: performs whitening
operations on the input data.

« Output layer: converts the complex-valued output into
real-valued numbers by taking their magnitudes to apply
the real-valued loss function.

« Backpropagation: computes partial derivatives of the real
and imaginary part separately with respect to the loss
function.

To evaluate our proposed model, we use the drone signals in

an over-the-air (OTA) dataset UAVSig [3] and compare with

the baseline performance in [3]. The dataset includes
captures of a 50 MHz bandwidth centered at 2.4435 GHz
where the drones can operate on different frequency
channels with 10 MHz bandwidth.
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« We evaluated our proposed model on drone signals for
both detection and classification.

« The proposed model can outperform the baseline model
[3] in both detecting and identifying the transmitters.

« The proposed model is also able to generalize better on
different scenarios which are not seen in the training
dataset.
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CONCLUSION

« We investigated a practical issue in wireless security by
considering the wideband spectrum sensing and
transmitter identification problem.

« We proposed a complex-valued YOLO model to perform
the signal detection and fingerprinting tasks
simultaneously. The proposed method outperforms the
baseline model in both learning capability and
generalization capability.
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