
WiFi Lab: Make a WiFi, Break a WiFi

Summer School



Tools

• NetSpot – WiFi AP scanner

• ping – a packet trace utility that measures the latency between two hosts

• iperf – a packet generator utility that can inject traffic onto a network to measure 
the speed between two hosts



NetSpot



ping

• Measures the round-trip time (RTT) between two hosts on the Internet
• Uses special packets called ICMP (Internet measurement control protocol)

– All L3 devices implement it, as it’s used to communicate Internet problems

• You need control only over the host that sends the Ping Request
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Lark-iMac:~ mariya$ ping google.com
PING google.com (216.58.192.142): 56 data bytes
64 bytes from 216.58.192.142: icmp_seq=0 ttl=118 time=35.810 ms
64 bytes from 216.58.192.142: icmp_seq=1 ttl=118 time=32.561 ms
64 bytes from 216.58.192.142: icmp_seq=2 ttl=118 time=33.563 ms
64 bytes from 216.58.192.142: icmp_seq=3 ttl=118 time=30.983 ms
64 bytes from 216.58.192.142: icmp_seq=4 ttl=118 time=43.526 ms
64 bytes from 216.58.192.142: icmp_seq=5 ttl=118 time=41.979 ms
64 bytes from 216.58.192.142: icmp_seq=6 ttl=118 time=36.329 ms
64 bytes from 216.58.192.142: icmp_seq=7 ttl=118 time=45.173 ms
64 bytes from 216.58.192.142: icmp_seq=8 ttl=118 time=49.349 ms
64 bytes from 216.58.192.142: icmp_seq=9 ttl=118 time=60.809 ms
^C
--- google.com ping statistics ---
10 packets transmitted, 10 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 30.983/41.008/60.809/8.732 ms
Lark-iMac:~ mariya$



iperf

• An Internet measurement utility that measures the speed between two hosts
• You need control over both hosts to run the iperf utility

iperf traffic

Client Server

$ iperf -s$ iperf -c  <server IP>

------------------------------------------------------------

Client connecting to 10.1.1.1, TCP port 5001 

TCP window size: 16384 Byte (default) 

------------------------------------------------------------

[ 3] local 10.6.2.5 port 33453 connected with 10.1.1.1 port 5001 

[ 3] 0.0-10.2 sec 1.26 MBytes 1.05 Mbits/sec

------------------------------------------------------------

Server listening on TCP port 5001 

TCP window size: 8.00 KByte (default) 

------------------------------------------------------------

[852] local 10.1.1.1 port 5001 connected with 10.6.2.5 port 33453 

[ ID] Interval Transfer Bandwidth 

[852] 0.0-10.6 sec 1.26 MBytes 1.03 Mbits/sec
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Goals for today

• Setup a controlled WiFi network

• Create a flash-crowd scenario and generate a large volume of traffic onto the 
network
– Try to achieve moderate-high network congestion
– Learn to use iperf to inject traffic onto a network

• Demonstrate vicinity sniffing on the network
– Note that you will not be able to vicinity-sniff and inject traffic simultaneously



Setup for today

• Setup 1 – create and observe congestion in a WiFi network

Channel 6 (2.437GHz)

iperf server

iperf client

TEAM 1

iperf server

iperf client

TEAM 2

iperf server

iperf client

TEAM 3

iperf server

iperf client

TEAM N

iperf server

iperf client

TEAM i

SpectrumX_Summer



Steps for Setup 1

• Connect to UbiNET_Summer
– Password: ubinetlab

• Groups of two students (each with their laptop preinstalled with iperf3)
• Decide who is running the iperf server and who is running the client
• Check and note the IP address of the teammate who will be running the 

iperf server
• Run iperf with a UDP stream at 10Mbps; 100Mbps…

– SERVER COMMAND: iperf3 -s -u

– CLIENT COMMAND: iperf3 -c <SERVER_IP> -u -b 10m 

iperf traffic

Client Server

$ iperf3 -s -u -i 1$ iperf3 -c localhost -u -t 20 -i 1 -b 10m



Breaking down the iperf command

• Client: iperf3 -c localhost -u -t 20 -i 1 -b 10m

– -c – run client

– -u – use UDP

– -t 20 – run measurements for 20 seconds

– -i 1 – report average performance every 1 second

– -b 10m – transmit a 10Mbps UDP stream

• Server: iperf3 -s -u -i 1

– -s – run server

– -u – use UDP

– -i 1 – report average performance every 1 second



Setup for today

• Setup 2– observe the effect of interference onto a WiFi network

Channel 6 (2.437GHz)
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Break_This_WiFi

ping Break_This_WiFi

Channel 6 (2.437GHz)
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