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Tools

 NetSpot - WIFI AP scanner

* piNg — a packet trace utility that measures the latency between two hosts

« |perf—a packet generator utility that can inject traffic onto a network to measure
the speed between two hosts




I
NetSpot

. NON NetSpot - Discover and analyze wireless networks around you
(6} DISCOVER @ SURVEY [ EXPORT | @ USER GUIDE 79 ASK A QUESTION % UPGRADE NOW
SSID BSSID Channel Band Security Vendor Mode Level (S...~ Signal Signal % Avg Noise Nois... Last seen
d = GizmoDo + Z WPA2 Personal o e now
& FE:EC:DA:B8:D8:C2 157,+1 5GH FE:EC:DA 59% 1%
=, reefRX Clinic :A9:40:9A:62: . Z | WPA2 Personal ac — - o - - - - e now
(e f li EC:A9:40:9A:62:ED 6 2.4GH ARRIS 73 27% 70 65 73 89 1%
4 “» GizmoDo :9F:C2:D7:C4: . Z WPA2 Personal iquiti b/g/n — - o - - - - 6 now
v i FO:9F:C2:D7:C4:51 1 2.4GH Ubiquiti 75 25% 78 73 81 89 1% |
=, byronwilson 2G B4:2A:0E:C4:FD:47 6 2.4GHz WPA2 Personal |Technicolor b/g/n 72) -76 24% -78 -73 -88 -89 1%  now
U y |
= TC8715D7D B4:2A:0E:11:21:83 1 2.4GHz WPA/WPA2 Pe... Technicolor b/g/n @ -77 23% -78 -75 -80 -89 1M1%  now
- g |
=, robes's Network DC:A4:CA:BC:5D:40 6 2.4GHz | WPA2 Personal |Apple b/g/n @ -79 21% -76 -72 -81 -89 1%  now
o |
= NETGEAR72 10:DA:43:6D:67:BC 1 2.4GHz WPA2 Personal <NETGEAR n @ -80 20% -81 =77 -83 -89 1% now
o |
= NHWNL 70:F1:96:B3:B3:97 11 2.4GHz WPA2 Personal |Actiontec n e -83 17% -86 -82 -90 -89 M% now
O |
=, LarkTattoo 2C:30:33:65:E1:DB 3 2.4GHz WPA2 Personal NETGEAR b/g/n ¢ -85 15% -80 -76 -85 -89 1% now
- |
(] % Lark Tattoo-Guest 2E:30:33:65:E1:DC 3 2.4GHz Open 2E:30:33 b/g/n ¢ -85 15% -85 -85 -85 -89 1M%  now
=, reefRX EC:A9:40:9A:62:EE 40 6GHz |WPA2 Personal | ARRIS ac “ -85 15% -86 -85 -88 -89 1%  now
- |
=, Linksys6B508 60:38:E0:A6:B5:09 3 2.4GHz WPA2 Personal | Belkin b/g/n . -86 14% -87 -86 -88 -89 1M%  now
OJ y |
“ MySpectrumWi... B0:98:2B:25:60:10 11 2.4GHz WPA2 Personal K Sagemcom b/g/n v -86 14% -82 -80 -86 -89 1M% now
U ySp
“, SpectrumWiFiP... C8:08:73:46:CE:38 9 2.4GHz WPA2 Enterpri... | Ruckus g/n i -87 13% -87 -85 -88 -89 1M1%  now
OJ p |
(] = SpectrumWiFi C8:08:73:86:CE:38 9 2.4GHz Open Ruckus g/n [ -87 13% -87 -86 -87 -89 1%  now
=, belkin.ecO 08:86:3B:37:2E:C0 11 2.4GHz WPA/WPA2 Pe... | Belkin n [ -87 13% -84 -84 -87 -89 1%  now
o |
=, Delaware2 00:15:6D:65:59:04 165 5GHz | WPA2 Personal | Ubiquiti a i -87 13% -86 -84 -87 -89 1%  now
D |
=, FBI B8:27:EB:EF:A9:B1 7 2.4GHz WPA2 Personal | Raspberry b/g/n | -88 12% -88 -86 -91 -89 1M% now
D |
= CableWiFi C8:08:73:06:CE:38 9 2.4GHz Open Ruckus g/n | -88 12% -87 -85 -89 -89 11%  now
=, GizmoDo F2:9F:C2:D8:C4:51 40,-1 5GHz |WPA2 Personal |F2:9F:C2 ac | -88 12% -86 -84 -92 -89 M% now
C] = Hi-Smart-405e... 40:5E:E1:61:41:D9 7 2.4GHz Open Shenzhen b/g/n -91 9% -92 -90 -94 -89 1%  now
%, Cafe Hollywood F8:BB:BF:BC:0E:3A 36 56GHz |WPA2 Personal |eero ac -94 6% -93 -92 -94 -89 1M%  now
OJ y A
C] = ASUS 14:DD:A9:D9:3F:B8 1 WPA2 Personal ASUSTek b/g/n ’I X
() & Cafe Hollywood |F8:BB:BF:BC:0E:39 |1 WPA2 Personal | eero ac
- () % Cafe Hollywood... |F8:BB:BF:BC:0E:33 |1 WPAZ2 Personal |eero ac
ey - - s & T . T I




00
ollgle

 Measures the round-trip time (RTT) between two hosts on the Internet

« Uses special packets called ICMP (Internet measurement control protocol)
— All L3 devices implement it, as it's used to commmunicate Internet problems

* You need control only over the host that sends the Ping Request

Lark-iMac:™~ mariya$S ping google.com

PING google.com (216.58.192.142): 56 data bytes

64 bytes from 216.58.192.142: icmp_seq=0 ttl=118 time=35.810 ms
64 bytes from 216.58.192.142: icmp_seq=1 ttl=118 time=32.561 ms
64 bytes from 216.58.192.142: icmp_seq=2 ttl=118 time=33.563 ms
64 bytes from 216.58.192.142: icmp_seq=3 ttl=118 time=30.983 ms
64 bytes from 216.58.192.142: icmp_seq=4 ttl=118 time=43.526 ms
64 bytes from 216.58.192.142: icmp_seq=>5 ttlI=118 time=41.979 ms
64 bytes from 216.58.192.142: icmp_seq=6 ttlI=118 time=36.329 ms
64 bytes from 216.58.192.142: icmp_seq=7 ttl=118 time=45.173 ms
64 bytes from 216.58.192.142: icmp_seq=8 ttl=118 time=49.349 ms
64 bytes from 216.58.192.142: icmp_seq=9 ttl=118 time=60.809 ms
nC

--- google.com ping statistics ---

10 packets transmitted, 10 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 30.983/41.008/60.809/8.732 ms
Lark-iMac:~ mariya$

—
-
-
N
(or another
computer, server,
)

router...

RTT




jperf

 An Internet measurement utility that measures the speed between two hosts
* You need control over both hosts to run the iperf utility

()
; mm

¢ °
Client h AServer
R —

$ iperf -c <server IP> $ iperf -s

------------------------------------------------------------ Server listening on TCP port 5001

=1 Client connecting to 10.1.1.1, TCP port 5001 =1TCP window size: 8.00 KByte (default)
= TCP window size: 16384 Byte (default)

3] local 10.6.2.5 port 33453 connected with 10.1.1.1 port 5001
3] 0.0-10.2sec 1.26 MBytes 1.05 Mbits/sec

[852] local 10.1.1.1 port 5001 connected with 10.6.2.5 port 33
[ ID] Interval Transfer Bandwidth
[852] 0.0-10.6 sec 1.26 MBytes 1.03;@['@/.9@@T RUM

Server outp

i



Goals for today

* Setup a controlled WiFI network

* Create a flash-crowd scenario and generate a large volume of traffic onto the
network

— Try to achieve moderate-high network congestion
— Learn to use iperf to inject traffic onto a network

 Demonstrate vicinity sniffing on the network
— Note that you will not be able to vicinity-sniff and inject traffic simultaneously




Setup for today

 Setup 1-create and observe congestion in a WiFi network

" iperf client \
iperf client \ TEAM |

TEAM 3

\o |perf server
iperf client
TEAM 1 - SpectrumX_Summer \o

iperf server

.

iperf client

TEAM 2 \

iperf server

|perf server

TEAMN

iperf client

Channel 6 (2.437GHz) 'pe”‘
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Steps for Setup |

e Connectto UbINET_Summer
— Password: ubinetlab

« Groups of two students (each with their laptop preinstalled with ipert3)
« Decide who Is running the iperf server and who is running the client

 Check and note the IP address of the teammate who will be running the
lperf server

 Run iperfwith a UDP stream at 1TOMbps; 100Mbps...
— SERVER COMMAND: iperf3 -s -u
— CLIENT COMMAND: iperf3 -c <SERVER_IP> -u -b 10m

Client Server
I R —T—
. e
S iperf3 -c localhost -u -t 20 -i 1 -b 10m Siperf3-s-u-il ‘ GO SPECTRU %




e
Breaking down the iperf command

* Client: iperf3 -c localhost -u -t 20 -i 1 -b 10m
— -c—run client
— -u-—use UDP
— -t 20 - run measurements for 20 seconds

— -i1l-report average performance every 1 second
— -b 10m — transmit a 10Mbps UDP stream

« Server:iperf3-s-u-il
— =S —run server
— -u—use UDP

— -i1-report average performance every 1 second




Setup for today

« Setup 2- observe the effect of interference onto a WikFi network

iperf client

. Iperf client
iperf client

TEAM 3 iperf server

Wi
iy
o

iperf server iperf chen

iperf server

iperf client \ ~
2 iperf client

T

A - MSpectrumX_Summer

ping Break_This_WiFi
TEAM N

iperf server

perf server Break_This_WiFi
Channel 6 (2.437GHz)

hannel 6 (2.437GHz)
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